
   

 

 

 

 
PHRN Review 

 

Submission from the Ethics, 
Privacy and Consumer 

Engagement Advisory Group 
November 2013 



   

1 
 

INTRODUCTION 

There are significant ethics and privacy issues that need to be addressed in using 
personal information for research particularly when that use is without the consent 
of the person whose information is used. These issues had to be understood and 
taken into account in the development and implementation of the Population Health 
Research Network (PHRN) data linkage infrastructure. In addition, community 
acceptance of the PHRN data linkage infrastructure is critical to the success of the 
Network. 

The original National Collaborative Infrastructure Strategy (NCRIS) Investment Plan 
recognised the importance of ethics, privacy and consumer and community 
participation in a national data linkage network. It required the establishment of an 
“Ethics, Privacy and Consumer Engagement Group”. The role of the Ethics, Privacy 
and Consumer Engagement Advisory Group (EPiC) is to: 

 Develop and review the PHRN Privacy; Ethics and Scientific Review; and 
Consumer and Community Participation policies; 

 Advise the Management Council on the implementation of these policies; 

 Provide ethics, privacy and consumer/community participation advice to the 
PHRN Management Council. 

Members of EPiC are appointed for their expertise in the areas of ethics privacy and 
consumer engagement. The positions and members of the PHRN EPiC Advisory 
Group at 30 June 2013 are shown in Attachment 1. 

This submission is on behalf of the members of the PHRN EPiC Advisory Group. 
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RESPONSE TO THE PHRN REVIEW TERMS OF REFERENCE 

 

1. Assess the extent to which the PHRN and its Participants have achieved the 
Network’s aims and objectives. 

The NCRIS and Education Investment Fund – SuperScience Initiative (EIF-SSI) 
Investment Plans include a range of infrastructure and activities that relate to 
privacy, ethics and consumer engagement. These can be divided into several 
categories: 

Committees and Advisory Groups 

The original NCRIS Investment Plan recognised the importance of ethics, privacy and 
consumer engagement to data linkage in Australia by requiring the establishment of 
the Ethics, Privacy and Consumer Engagement Advisory Group (EPiC). EPiC was 
established in February 2010 and has met 3-4 times annually since then. The 
members of the Advisory Group are not paid and provide expert and timely advice to 
the Management Council.  

There has also been a focus on ensuring that there is good consumer/community 
representation on the committees and advisory groups who inform PHRN processes 
at both the national and regional levels. 

Technical infrastructure 

The overarching principle behind the PHRN is to provide researchers access to linked 
data in a privacy preserving manner. The decision to model all the PHRN data linkage 
units on the Western Australian Data Linkage Branch (WADLB) was based on the 
requirement to minimise the risks to privacy. The entire PHRN infrastructure has 
been developed with this principle in mind. The PHRN Investment Plans identified a 
number of facilities that would specifically ensure the security and privacy of data. 
These include the Secure Remote Analysis Facility (SURE) and the data delivery 
system. 

Four regional (Queensland Record Linkage Group, SA NT DataLink, Tasmanian Data 
Linkage Unit and Victorian Data Linkages) and two national (Australian Institute for 
Health and Welfare and the Centre for Data Linkage) data linkage units have been 
established since the PHRN started in 2009. All of these data linkage units have been 
set up using the separation principle and with strict privacy and security standards. 
The SURE enables accredited researchers to remotely access and analyse linked 
health-related data files for approved studies. It ensures a consistent level of security 
so that all researchers using it to work with data follow the same security protocols. 
SUFEX is a secure file transfer service for the Population Health Research Network 
(PHRN) and its stakeholders.  SUFEX uses a secure online application that allows 
users to send and receive files from anywhere at anytime. It provides users with a 
secure file exchange service and is not a file storage solution. 
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Policies and procedures 

The NCRIS Investment plan required the development and implementation of 
standards, procedures and guidelines to support national data linkage activities and 
policies and procedures for the use and disclosure of linked data. 

The EPiC Advisory Group has developed three policies which have been endorsed by 
the PHRN Management Council. They are: 

 Consumer and Community Participation Policy 

 Ethics and Scientific Review Policy 

 Privacy Policy 

These policies are required to be reviewed at least annually to ensure that they are 
current. In addition the Management Council needs ongoing policy advice as issues 
arise. 

In addition the PHRN has developed an Information Governance Framework which 
articulates the requirements, standards and best practices that apply to the handling 
of personal information throughout the PHRN. 

Training 

Training activities on ethics and privacy were envisaged as making an important 
contribution to the success of the PHRN as a whole. 

The PHRN has developed or coordinated a number of training programs. A one day 
training workshop for HREC members, specifically addressing the ethical 
considerations of data linkage was developed. To date, 136 people have attended 
the 7 HREC training workshops conducted in Perth, Adelaide, Sydney, Canberra and 
Hobart. 

A consumer and community participation workshop based on training packages that 
have been developed as part of a consumer and community engagement strategy at 
the University of Western Australia’s School of Population Health and the Telethon 
Institute for Child Health Research was offered to all PHRN Participants. It has been 
delivered to 61 people in Adelaide, Melbourne, Sydney and Canberra. The aims of 
the workshop are to provide participants with a range of skills and knowledge to 
improve their ability and confidence to work with consumers and community 
members.  

An online training package has also been developed for users of the SURE. It is 
designed to ensure that researchers have an awareness of legal and ethical issues 
and considerations relating to information security and data management relevant 
to undertaking linked data research and detailed guidance on the features of SURE 
including accessing and using the system. 
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Communication 

It was also a requirement that researchers, health consumers and the community 
have access to information about the national data linkage infrastructure. 

The PHRN website has been developed with the information needs of consumers 
and the community in mind. There is a special section “For the Community” which 
covers this specifically. PHRN Participants have also developed useful information 
tools such as the SA NT DataLink animation which describes the linkage process 
http://www.phrn.org.au/ . 

 

2. Note the Network and Participant certified statements of income and 
expenditure to 30 June 2013 (where available). Comment on the extent to 
which expenditure represents value for money relative to the infrastructure 
and related processes that have been developed. 

No comment 

 

3. Review the extent to which the new infrastructure has met or will meet the 
needs of researchers and policy makers for access to linked population level 
data within and between jurisdictions and sectors.  

No comment 

 

4. Consider the significance of the PHRN infrastructure in the national and 
international context.  

No comment 

 

5. Consider the role of the PHRN in the future development of a distributed 
national data linkage infrastructure in Australia. Issues to be considered 
include: 
5.1.  Any changes in structures and processes to assist PHRN Participants to 

achieve the aims and objectives of current plans and agreements; 
5.2. Options for further development and maintenance of PHRN and related 

data linkage infrastructure in the next 5 years, including potential future 
funding sources. 

In order to maximise the benefits that can come from research using linked data it 
will be important to reduce the time spent on the approval (including data 
custodian, HREC and other approval processes relating to data release) and data 

http://www.phrn.org.au/
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extraction stages of the data linkage process so that more time can be devoted to 
the analysis of data and translation of results. Options for achieving this goal include: 

 Development of decision making criteria for data custodians, independent 
oversight and opportunities for decisions to be reviewed; 

 Minimise duplication of ethical review by enabling data custodians and 
research institutions to accept HREC review by HRECs outside their 
institution/jurisdiction; 

 Investigate technical solutions to make data extraction more efficient for 
data custodians; 

Further investigation and consideration of the legislation regulating access to 
relevant datasets should be undertaken to ensure that it supports the governance of 
those datasets in the public interest.  

There is a need to advocate for greater consistency across jurisdictions and where 
possible harmonised legislation as has been achieved with Research Involving 
Human Embryo Act 2002 (C’wealth). 

The success of the advice, information and training sessions conducted so far 
indicates that these will be a valued source of necessary understanding of the 
changes to the Federal privacy legislation that will come into effect in March 2014.  
Given the necessity of assuring the public that the PHRN processes robustly protect 
privacy, the PHRN can play a significant role in promoting consistent, reliable and 
tailored information and advice on how data linkage can be conducted in conformity 
with these changes. 

Training in the ethical issues around the use of linked data for research will continue 
to be valuable for researchers and HRECs. The PHRN should continue to provide 
training for HRECs and develop training for researchers. 

Greater consistency across jurisdictions in all the above areas will also contribute to 
a more efficient system. 

Strengthened reporting on consumer and community participation would enable a 
better evaluation of the level of participation and assist in identifying opportunities 
to assist PHRN Participants and researchers to engage with the community e.g. 
through ongoing training. 

 

5.3. The role of the PHRN in the development of Australia's data linkage 
infrastructure in the next 5 years 

In order for the potential of Australia’s data resources to be realised for the benefit 
all Australians a shift in focus from data security to the ethical imperative to use 
Australia’s data resources for the benefit of the people of Australia is required. It is 
understood that there is some community apprehension about privacy and “big 
data”. However, the PHRN has the information and expertise to engage with the 
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community and demonstrate that it is possible to balance concerns about privacy 
protection with the potential benefits to the community from research. This will be 
an important role for the PHRN over the next 5 years. 
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PHRN Ethics, Privacy and Consumer Engagement Advisory Group 
Membership at 30 June 2013 
 
 

Chair Mr Andrew Stanley 
 

Member of the PHRN Management 
Council  

Ms Teresa Dickinson 

Member with expertise in ethical 
conduct in human research 

Prof Colin Thomson 

Member with expertise in ethical 
conduct in human research 

Dr Jane Jacobs 

Member with expertise in privacy issues Ms Carolyn Adams 
 

Member with expertise in privacy issues Prof David Roder 
 

Nominee of the Board of the 
Consumers’ Health Forum of Australia 

Ms Stephanie Newell 

Member with expertise in consumer 
engagement 

Ms Anne McKenzie 

 


