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NEW AUSTRALIAN GOVERNMENT
DATA SHARING AND RELEASE
LEGISLATION
RESPONSE TO THE CONSULTATION
1.

Summary of Recommendations

This response from the PHRN focuses on the impact of the proposed Data Sharing and Release
(DS&R) legislation on data linkage and the provision of access to linked data for research
purposes. The response includes seven recommendations which are summarised below.

1.

The core principles of the DS&R Bill should be clearly articulated and further consultation
may be required as specific principles were not included in the consultation paper.

2.

The relationship between the DS&R Bill and all existing legislation should be clearly
defined to avoid increasing rather than simplifying the legislative complexity.

3

The relationship and impact the DS&R Bill is intended to have on data sharing with
entities, including state and territory governments, outside Commonwealth entities and
Commonwealth companies should be explained.

4.

An additional purpose should be added to the purpose test to enable the use of personal
information for the creation of data infrastructure such as data linkage units and biobanks.

5.

The words “clear and direct” should be deleted from the purpose “research and
development with clear and direct public benefits”.

6.

7.

Further consideration and details will be required about the five safes framework including
definitions and who will be responsible for decision making.
Significantly more consultation should be undertaken to define the roles and
responsibilities of the Accredited Data Authorities, National Data Commissioner, data
custodians and trusted users. Without more careful thought there is a risk of overlapping
roles and confusion about responsibilities.
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2.

Introduction

The PHRN agrees with the Productivity Commission that:
“Existing data sharing arrangements across the public service are complex and hinder the use of
data. Barriers to greater sharing of data within government include:
•
•
•

a dense web of legislative requirements which lack consistency
a culture of risk aversion, leading to overly cautious legislative interpretation and approval
process complexity, and
lack of a whole-of-government approach”. 1

The PHRN strongly supports the Australian Government in considering changes that will reduce the
complexity of the legislative and regulatory environment and provide simple, clear rules and
expectations around data access and use.
The focus of this response to the Issues Paper is how the proposed changes will impact access to
linked data for research.

3.

Key Principles of the Data Sharing and Release Bill

The PHRN agrees with the stated aims of the Data Sharing and Release Bill (DS&R Bill) i.e.
“The overall aim of the DS&R Bill will be to:
• safeguard data sharing and release in a consistent and appropriate way
• enhance the integrity of the data system
• build trust in use of public data
• establish institutional arrangements, and
• promote better sharing of public sector data.”
It is noted that although the stated intention is for the DS&R Bill to be principles based the
consultation paper does not propose the principles that will be the core of the legislation. The
PHRN would support the inclusion of principles such as transparency and accountability and the
requirement for these principles to be demonstrated by good decision making practices such as 2:
• Clear and transparent application processes
• Criteria for decision making
• Time limits for decision making
• Provision of reasons for decisions
• A mechanism for external review of decisions
Given the stated aim of the DS&R Bill to “build trust in use of public data” and the inherent tension
between the use of data (particularly without consent) and privacy another principle that should be
embedded in the DS&R Bill is beneficence i.e. that the likely benefit of the data use should justify
any risks to the individuals or communities involved.
Recommendation 1: The core principles of the DS&R Bill should be clearly articulated and further
consultation may be required as specific principles were not included in the consultation paper.
What else should the Government take into consideration when designing the legislation?
One of the aims of the DS&R Bill is to “safeguard data sharing and release in a consistent and
appropriate way”. The Issues Paper proposes that this will be achieved by providing an alternative
to existing legislation. This approach runs the risk of increasing rather than simplifying the
legislative complexity by just adding another piece of legislation for data custodians to consider. If
1

Productivity Commission 2017, Data Availability and Use, Report No. 82, Canberra
Adams C and Allen J. Government databases and public health research: Facilitating access in the public interest. Journal of Law and
Medicine 2014. 21: 957-972

2
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data custodians are able to choose which legislation they wish to apply then there is a risk that
they may treat applicants for data inconsistently, that is, they may choose to apply the more
permissive framework for some applicants and the more restrictive framework for others. This has
the potential to lead to actual or perceived bias in decision-making, which are both inconsistent
with the principles of good administrative decision-making. Bias, or the perception of bias, will
undermine trust among applicants and the community.
Ideally all existing legislation would be amended so that all data sharing and release is treated in a
consistent way. It is understood that this would be a resource intensive and time consuming
approach. Another approach to avoid these problems would be to give the DS&R Bill precedence
over the multiplicity of other legislation. However, it will not be able to take precedence over
statutes promulgated in the future and so it will be important to consider this whenever new
legislation that impacts on access to and disclosure of data is introduced. It will be important to
ensure that future legislation takes a consistent approach to data sharing and release.
The relationship between the DS&R Bill and the Privacy Act 1988 (Cth) will need to be carefully
considered. It will be important to ensure that the right to privacy, protected by international human
rights law and national legislation, is given appropriate protection under the new arrangements.
In drafting the new DS&R Bill the following features should be included (see Attachment 1):
• Legislation should be uniform for all data and all agencies and decision making should be
centralised.
The current practice of distributed decision making leads to inconsistent and risk-adverse
decision making and the need for multiple approvals. The new Bill should require
centralised decision making either at the agency or whole of government level.
• Legislation should provide clear authority for the approval of both the use and disclosure of
all personal information held by an agency in specified circumstances.
Without clear legislative authority, data custodians are likely to remain risk averse and the
culture of caution will remain.
• The legislation should provide clear immunity from liability under any other statute, the
common law and equity for the use or disclosure of personal information, or other
information, authorised by the provisions.
• The legislation should make clear the authorised purposes of the use and disclosure
• Recipients of personal information should be bound by explicit obligations of confidentiality.
This can be achieved by including a provision in legislation imposing a duty of
confidentiality on all recipients. Additionally, the conditions of release can include a
requirement that every person who will have access to the information must sign a
confidentiality contract or an acknowledgement of an existing duty of confidentiality
Recommendation 2: The relationship between the DS&R Bill and all existing legislation should be
clearly defined to avoid increasing rather than simplifying the legislative complexity.

4.

Scope of the Data Sharing and Release Legislation

The PHRN agrees with the proposed entities in the scope of the DS&R Bill. However, it should be
made clear in the DS&R Bill that data can be shared outside of Commonwealth entities and
Commonwealth companies. The benefits of data sharing as described in the Issues Paper will not
be fully achieved unless the proposed DS&R Bill provides clear authority for the sharing of data
beyond Commonwealth entities and companies.
It should be recognised that research projects that include both Commonwealth and state/ local
government/research data occur frequently. Currently when data custodians external to
Commonwealth Departments and agencies share data with the Commonwealth they maintain
control/custodianship of the data they share. This consultation paper suggests that any data
shared with the Commonwealth would immediately become Commonwealth data and fall under
this legislation i.e. “encompass all data collected by these government bodies for any purposes,
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including government administration, service delivery and research. Data collected from
individuals, businesses and other entities, and data generated internally by Australian Government
bodies is in scope”. Whilst in some cases this may improve the ability to share data for research it
may also have the unintended and undesirable consequence of discouraging some data
custodians from sharing data with the Commonwealth.
Recommendation 3: The relationship and impact the DS&R Bill is intended to have on data
sharing with entities, including state and territory governments, outside Commonwealth entities and
Commonwealth companies should be explained.

5.

Streamlining Data Sharing and Release

The PHRN notes that data custodians will require significant guidance and/or training in order to
make many of the decisions required including:
• Should data be open by default?
• Does it meet the purpose test? In particular whether research and development meets the
public benefit test?
• Can data be shared (easily) under existing authority?
Unless the decision makers have clear policies and guidelines to apply these tests it will lead to
continuing uncertainty and inconsistent and risk averse decision making. For example, if existing
legislation requires that data can only be shared under certain conditions then a data custodian will
take on significant responsibility in choosing which legislation to apply particularly without any
training or guidance.
The PHRN agrees with the stated purposes for sharing data. However, by defining prescribed
purposes in an exhaustive list this may limit future uses unforeseen at this time but in the public
interest. It would be preferable to include ‘other prescribed purposes’.
One gap in the list of prescribed purposes is the disclosure of personal information for the creation
of data infrastructure such as linkage infrastructure (e.g. master linkage files) and biobanks. It is
not clear that these uses are within the meaning of ‘research’. Past experience has shown that
unless these types of infrastructure are specifically allowed legislation can be interpreted to prohibit
these uses. 3 The PHRN strongly recommends including this as an additional purpose.
While research and development is included as one of the purposes for data sharing and release,
‘research and development with clear and direct public benefits’ may be too narrow. Some
innovative ‘green fields’ research may not be able to demonstrate ‘clear and direct’ public benefit,
but may still be in the public interest in the long term. It would be preferable to delete the phrase
‘clear and direct.’
Judging whether research is in the public interest is a complex and nuanced task and should be
undertaken by HRECs, which have been established and staffed to do this with input from a range
of stakeholders, including the community. In addition to their skills and experience and broad
stakeholder input HRECs are also independent of government. This is important to protect the
independence of researchers who may wish to use data in ways that may result, for example, in
outcomes critical of existing government policy. This is in the public interest but the decision on
whether or not it is in the public interest should not be taken by government because there is a
conflict of interest. The decision on whether research is in the public interest should be left with
HRECs.
The sharing of data to administer or enforce compliance requirements is not consistent with the
overall intent of the DS&R Bill and would be better managed under a different process.

3

‘PA’ and Department of Veterans’ Affairs (Privacy) [2018] AICmr 50 (23 March 2018)
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Recommendation 4: An additional purpose should be added to the purpose test to enable the use
of personal information for the creation of data infrastructure such as data linkage units and
biobanks.
Recommendation 5: The words “clear and direct” should be deleted from the purpose “research
and development with clear and direct public benefits”.
The Five-Safes Framework
The Five-Safes Framework is an appropriate approach to minimising and managing risks. Further
thought will be required to define the five safes. For example ‘Safe data: can the data disclose
identity’ assumes data can only be safe if identity is not disclosed and that it is possible to deidentify data. This can no longer ever be assumed. A more practical approach may be to ask ‘has
the risk of identifiability been minimised?’. 4
Additional consultation and consideration is required to determine who should make the decisions
about compliance with the Five-Safes Framework and whether the same decision maker can make
decisions on all five safes. The relationship between the purpose test and the five safes framework
is also unclear as well as who and how a public interest test would be applied.
The responsibility for managing risks needs to be determined on a case by case basis depending
on who is involved and the purpose of the data sharing. Roles and responsibilities should be
clearly articulated in a data sharing agreement.
How the Five-Safes Framework is applied will depend on the roles and responsibilities of the
National Data Commissioner, Accredited Data Authorities, data custodians and human research
ethics committees.
Recommendation 6: Further consideration and details should be undertaken about the five safes
framework including definitions and who will be responsible for decision making.
Streamlined Data Sharing and Release Agreements
In the experience of the PHRN a lack of streamlined and template agreements has not been a
significant barrier to data release to researchers. Data custodians who regularly release data for
research already have standard/template agreements in place. The PHRN also provides some
guidance about data transfer agreements on its website. 5 Streamlined and template agreements
may assist data custodians not accustomed to releasing data for research.
Data sharing agreements should be made public by default. Transparency is foundational to trust.
This will also assist stakeholders to understand what is currently being shared and to tap into an
existing network, where appropriate, or develop new sharing arrangements where necessary.

6.

Roles and responsibilities within the system

Accredited Data Authorities
It is unclear whether accreditation as an Accredited Data Authority (ADA) will only be available to
Commonwealth entities and Commonwealth companies and whether ADAs will be required to
perform all the roles described in the consultation paper or could be accredited for a subset of
roles. Accreditation as an ADA should be open to non-Commonwealth organisations as per the
current Integrating Authority accreditation process. It would be useful to clarify if the Accredited
Data Authorities will replace the Accredited Integrating Authority process given that one of the
proposed roles of Accredited Data Authorities is data linkage.

4

National Statement on Ethical Conduct in Human Research 2007 (Updated 2018). Chapter 3.1. The National Health and Medical
Research Council, the Australian Research Council and Universities Australia. Commonwealth of Australis, Canberra.
5 http://www.phrn.org.au/for-data-custodians/data-transfer-agreements/ (Accessed 13/07/2018)
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Accredited Data Authorities could be the mechanism by which the five safes requirement for a
“safe setting” is met.
Trusted Users
The PHRN is only supportive of accredited trusted users if it would “streamline data sharing
arrangements” for researchers. As described in the consultation paper it would not streamline
arrangements for researchers. For example in the case of a research project involving linked
hospital (one state), death and PBS data, trusted user status will be an additional requirement on
top of the requirement for 3 data custodian approvals, two ethics approvals (which include an
assessment of the skills and experience of the researchers) and SURE user accreditation. For
researchers this is an additional burden and potential cost without evidence that it would
significantly reduce privacy risks.
Any trusted user accreditation program should demonstrate substantial reductions in privacy risk
and streamlining of access arrangements for the costs of running the accreditation program.
Recommendation 7: Significantly more consultation will be required to define the roles and
responsibilities of the Accredited Data Authorities, National Data Commissioner, data custodians
and trusted users. Without more careful thought there is a risk of overlapping roles and confusion
about responsibilities.

7.

National Data Commissioner

In his Second Reading Speech for the Freedom of Information Amendment (Reform) Bill 2009, the
Parliamentary Secretary to the Prime Minister, Anthony Byrne, stated that the ‘new Office of the
Information Commissioner will bring together the independent oversight functions for privacy
protection … and for access to government information … the government considers that the colocation of privacy and FOI policy will enhance oversight and allow for consistent information
policy.’ The establishment of the National Data Commissioner as separate from the Office of the
Australian Information Commissioner seems to be at odds with this policy. It creates the potential
for overlapping roles which results in duplication and confusion. The role of the National Data
Commissioner will need to be carefully defined to avoid this.
In addition to the two main roles of the National Data Commissioner (champion greater data
sharing and oversight and regulate the DS&R Bill) the National Data Commissioner could:
• Involve the community in data policy and data use
• Build social licence for the use of public data
• Provide independent review of decisions made under the DS&R Bill
• Conduct training for data custodians and data users
It will also be important to ensure that the compliance and enforcement role does not overshadow
the responsibility to champion greater data sharing.
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Legislation Supporting Research Using
Linked Data

Guidelines

Judy Allen, B Juris. LLB, LLM
Honorary Fellow, Law School, University of Western Australia
Consultant to PHRN
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This copyright work is licensed under a Creative Commons Attribution 3.0 Australia licence. You are
free to copy, communicate and adapt the work, as long as you attribute the work to the author and
abide by the other licence terms. A copy of this licence can be viewed at:
http://creativecommons.org/licenses/by/3.0/au
This document should be cited as: J Allen, Legislation Supporting Research Using Linked Data:
Guidelines, (2017).
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Summary Guidelines
1. Legislation should be uniform for all data and all agencies and decision making
should be centralised.
2. Legislation should provide clear authority for the approval of both the use and
disclosure of all personal information held by an agency in specified
circumstances.
3. The legislation should provide clear immunity from liability under any other

statute, the common law and equity for the use or disclosure of personal
information, or other information, authorised by the provisions.

4. The authorised purposes of the use and disclosure should include;
 all kinds of research;
 the creation of research infrastructure;
 funding, monitoring and evaluation; and
 compilation or analysis of statistics.
5. The legislation should not limit the recipients of the information to particular
persons or institutions.
6. The legislation should deal separately and explicitly with the use and disclosure of
information for data linkage.
7. The legislation should permit data linkage facilities to collect, store and use the
information for the maintenance of linkages and creation of approved new
linkages.
8. The legislation should;
 specify the person/position who can authorise the release of information;
 specify the criteria for approval;
 provide for the imposition of conditions related to security of the
information and the beneficial use of the information;
 impose confidentiality obligations on recipients; and
 provide for processes that ensure transparency and accountability.
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Background
In February 2017 the PHRN Participant Council (The Council) met for a workshop on access to linked
data. The meeting agreed that the definition of access was:
“The ability to make use of a linked dataset for the purpose of research, monitoring, evaluation or
policy development.”
The meeting also identified a target/endpoint for access:
“Appropriate and relevant linked data available in a timely manner at a reasonable price in compliance
with ethical and privacy values.”

Barriers to achieving this endpoint were discussed as well as ways to overcome the barriers.
One of the barriers identified was the legal environment for data linkage in Australia,
particularly the multiple pieces of legislation that apply to collection, use and disclosure of
data. The Council agreed that a list of requirements needed in legislation or regulations to
enable linkage with identifiable variables would assist them when legislation was being
reviewed or new legislation drafted. These guidelines were commissioned in response to that
request.
The guidelines are intended to provide practical guidance to those responsible for reviewing
legislation or instructing on the drafting of new statutory provisions.

Introduction
Legislation supporting research using linked data should achieve the following aims;





ensure that the necessary collection, use and disclosure of information is lawful;
establish transparent, accountable and efficient decision making;
provide for robust risk-based security and confidentiality obligations; and
support community trust in the use of personal information for research.

The landscape of research using linked data is changing so rapidly that legislation needs to be
very flexible. Legislation that is too detailed and prescriptive will rapidly become outdated
and either too restrictive or irrelevant. In this context the role of legislation should be to
provide general authority and to empower good decision making that is transparent and
accountable. Security and confidentiality obligations need to be robust but must also be
adaptable to different contexts, different levels of risk and changing technology. This
flexibility can be achieved by building these considerations into criteria for approval. Decision
making that is transparent and that includes community involvement will help support public
trust.
The following guidelines are directed to the reform of legislation governing information held
by government agencies. The research use of information held by private organisations such
4
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as private health care providers raises different issues. These are not dealt with in full here
but some brief comments are included at the end of this document.
Clear and consistent legislation is only one component of good governance of data for
research and data linkage. These guidelines address only this component. The legislative
framework provides the essential foundation for policies and decision making practices that
support the beneficial use of information and protect individual interests.

Guideline 1
Legislation should be uniform for all data and all agencies and decision
making should be centralised.

Uniformity
The complexity of the current law is due in part to the multiplicity of statutes. Separate data
collections are governed by different statutes, even those held in one agency. There are often
several statutes dealing with confidentiality that apply to one data collection - including
statutes specifically governing that collection and more general statutes that apply to all data
collections. Similarly, the use and release provisions are embedded in a variety of statutes.
The order of precedence of these statutes is often not clear. This complexity and uncertainty
contributes to inefficiency in the approval processes for linking and releasing data. Legislative
review should aim to achieve simplicity and clarity in the relevant law and to adopt one set of
rules for all government held data.
Ideally, each jurisdiction would have one statute dealing exclusively with the use and
disclosure of personal information for data linkage and research. The provisions should apply
to all data collection in all agencies in a jurisdiction.
Centralisation
Distributed decision making leads to inconsistent and risk-adverse decision making and the
need for multiple approvals. Authority to release data for all data collections should be
centralised as much as possible. This would not exclude the role of data custodians who can
continue to provide advice on the release of data.
There are three alternative models for achieving greater uniformity and centralisation in a
jurisdiction that are workable.
1. One set of use and disclosure rules for all data collections in an agency. The agency
makes its own decision about release of data.

5
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2. One set of use and disclosure rules for all agencies. A single statute that applies to all
agencies and authorises each agency to use and disclose data held by it. Each agency
would continue to make its own decision about release of data.
3. A one-stop shop. A statute that empowers a single specialist agency to make decisions
about use and disclosure of data from any agency. This model is proposed by the
Productivity Commission Inquiry Report, Data Availability and Use (No. 82, 31 March
2017). This approach would centralise decision making in one agency and would be
most efficient in reducing the need for multiple approvals.
The Productivity Commission has recommended the establishment of Accredited Release
Authorities which would operate at a national level and ‘would be responsible for;
 deciding (in consultation with original data custodians) whether a dataset is available
for public release or limited sharing with trusted users;
 collating, curating, linking and ensuring the timely updating of National Interest
Datasets and other datasets;
 offering advice, services and assistance on matters such as dataset curation, deidentification and linking; and
 providing risk-based access to trusted users.’1

Guideline 2
Legislation should provide clear authority for the approval of both the use
and disclosure of all personal information held by an agency in specified
circumstances.

The use and disclosure of personal information (reasonably identifiable information) is
restricted by common law, equity and a range of statutes in all jurisdictions. Government
agencies are empowered by statute to collect information and may only use and disclose that
information lawfully if they are authorised by statute to do so. Clear statutory authority is
required to ensure that data holders can lawfully use and disclose information for data linkage
and research using linked data.
Use and Disclosure
The provisions must permit both the use and the disclosure of data for the authorised
purposes. Some existing provisions authorising the use of data for research have been
interpreted as only permitting research that is conducted by the agency itself. The legislation
should make it clear that personal information can be lawfully used for linkage and research
within the agency and can be lawfully disclosed to others for the purpose of linkage, for the

1

Productivity Commission Inquiry Report, Data Availability and Use (No. 82, 31 March 2017), at 255
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creation of research infrastructure such as a data warehouse, for particular research, and for
quality assurance projects.
What kinds of data should be covered?
The provisions should apply to all data held by the agency, including personal information
(reasonably identifiable information). Personal information should be available for data
linkage and should also be available for research projects in limited circumstances.
The degree of identifiability of information always needs to be assessed in a particular context
and in the hands of the particular holder of the information. While information can no longer
ever be considered to be completely de-identified, the concept of reasonable identifiability
still has utility. Many of the statutory and common law restrictions on the use and disclosure
of information apply specifically to personal/ identifiable information. Therefore, it is
important that provisions providing statutory authority for use and disclosure of information
apply explicitly to personal information.
To promote uniformity and clarity the definition of personal information in the Privacy Act
1988 (Cth) should be adopted by all jurisdictions.2 There is some variation in the definitions
currently used in different jurisdictions but they all adopt a test of reasonableness. A number
of jurisdictions use the wording of the old definition of personal information from the
Commonwealth Privacy Act 1988 (a definition that has since been amended).3
It is recognised that information will have different levels of sensitivity for a variety of reasons.
This variation can be accommodated in the decision making process and in the conditions
imposed.

Guideline 3
The legislation should provide clear immunity from liability under any
other statute, the common law and equity for the use or disclosure of
personal information, or other information, authorised by the provisions.

2

Information or an opinion about an identified individual, or an individual who is reasonably identifiable,
whether the information or opinion is true or not, and whether the information or opinion is recorded in a
material form or not.
3

Eg Health Records and Information Privacy Act 2002 (NSW), s5 - ‘Information or an opinion …. about an
individual whose identity is apparent or can reasonably be ascertained …’. Note that this wording has been
complicated by a decision of the Federal Court in Telstra Corporation Limited [2017] FCAFC 4 (19 January
2017). In that case this wording was interpreted to require a two pronged enquiry:
 Is the information about an individual?
 Is the individual’s identity apparent or can it reasonably be ascertained.
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The statutory authorisation must take precedence over all other law, including all other
statutes, the common law and equity, and provide immunity from liability under all civil or
criminal law. If this is not explicitly stated then data holders may remain subject to other
duties of confidentiality and secrecy provisions.
The common law or equitable duty of confidentiality will apply where the information is
originally collected in a confidential relationship - such as health care. The defences to a
breach of this duty are ill-defined in the context of research. It is unlikely that the public
interest defence to a breach of a common law or equitable duty of confidentiality will apply
in the context of research in Australia, so reliance must be placed on a defence of statutory
authority. It is, therefore, essential that the provisions apply expressly to liability under the
common law and equity.

Guideline 4
The authorised purposes of the use and disclosure should include;
 all kinds of research;
 the creation of research infrastructure;
 funding, monitoring and evaluation; and
 compilation or analysis of statistics.

What kind of research?
The statutory authority for the use and disclosure of the information for the purpose of
research should be kept broad. It should not be confined to medical research or health
research. These limitations raise difficult questions of definition and do not have any
defensible ethical basis. Linked data enables research addressing complex questions that
cannot be confined to particular disciplinary categories. The beneficial use of governmentheld data should not be confined to particular areas of research.
Research Infrastructure
Statutory authority should explicitly extend to the use and disclosure of personal information
for the creation of research infrastructure such as a data repository. Authority to use data for
research may be interpreted as applying only to the conduct of a particular research project
and may not include the creation of research resources such as a biobank or ongoing data
repository that will be used for future research projects. Under this interpretation data
custodians would then be unable to provide data for research infrastructure. This should be
dealt with explicitly in legislation.
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Funding, monitoring and evaluation
The statutory authority should extend to funding, monitoring and evaluation activities (QI) as
well as research. Linked data is increasingly being used for these activities both internally by
government agencies and by external users. The distinction between research, and funding,
monitoring and evaluation activities is notoriously difficult and they all raise the same ethical
issues in relation to confidentiality.

Guideline 5
The legislation should not limit the recipients of the information to
particular persons or institutions.

The statutory authority should not limit the recipients who are permitted to receive data.
Some current statutes restrict disclosure of data for research to particular institutions. This
limits the beneficial use of the data and is too inflexible to accommodate changes over time.
The suitability of the recipients should be assessed as part of the approval process.

Guideline 6
The legislation should deal separately and explicitly with the use and
disclosure of information for data linkage.

The statutory authority to collect, use and disclose personal information for data linkage
should be dealt with explicitly. Although the creation of research infrastructure may well
cover data linkage this may be complicated where linkage systems are being used for business
purposes as well as research. To put the matter beyond doubt it would be preferable to have
separate provisions for data linkage.
The authority to disclose personal information for data linkage should not be confined to
particular data linkage units. It may be appropriate to have a process of approving and
prescribing data linkage units that meet appropriate standards of quality and security.
A clear definition of data linkage is needed. The definition must be able to accommodate
developing methods of linkage. A suggested definition is as follows:
A process of locating and connecting information that relates to the same person, place or
family.
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Guideline 7
The legislation should permit data linkage facilities to collect, store and use
the information for the maintenance of linkages and creation of approved
new linkages.

The ability to collect and store linkage variables and use them for the ongoing maintenance
of linkages and the creation of new linkages is essential for the efficient and beneficial use of
linked data. This should be explicitly authorised.

Guideline 8
The legislation should:
 specify the person/position who can authorise the release of
information
 specify the criteria for approval
 provide for the imposition of conditions related to security of the
information and the beneficial use of the information
 impose confidentiality obligations on recipients
 provide for processes that ensure transparency and accountability

Who should authorise release of information?
Responsibility for approving the release of information should be centralised at a high level
in an agency. Distributed decision making at a lower level in an agency leads to inconsistent
and risk adverse decision making and the need for multiple approvals. Accordingly any
permitted delegation of decision-making should be very limited.
Criteria for approval
Decision makers should be guided by express, but general, criteria which must be taken in to
account when making a decision. Transparency requires that these criteria are publically
available, either in the statute, regulations or otherwise. Decision makers must be able to
provide reasons for their decisions in terms of these criteria.
Appropriate criteria include;



the use and disclosure is in the public interest;
approval of an HREC;
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consent of the individual or a waiver of consent approved by an HREC (using specified
guidelines such as the Section 95A Guidelines);
satisfaction that the information will be kept securely; and
satisfaction that confidentiality will be protected and privacy maximised.

Decision makers should take advice from appropriate sources when applying these criteria.
It should be noted that approval of an HREC indicates that it is satisfied that the research
methodology will produce sound outcomes, that the research is in the public interest and that
there is adequate protection of individual interests. This includes consideration of the security
of the data and protection of confidentiality. HREC approval is a source of independent expert
advice on these matters. Importantly it includes input from general ‘lay’ members of the
community. Decision makers should also take internal advice on governance issues such as
risk assessment, insurance and intellectual property matters.
Conditions of approval
Decision makers should be empowered to impose conditions on the release of data to ensure;




that agencies benefit from knowledge gained and that research is translated into
beneficial outcomes;
the security of information (for example through compliance with specified guidelines
and approved security plans); and
the confidentiality of the information (see below)

Confidentiality
Recipients of personal information should be bound by explicit obligations of confidentiality.
This can be achieved by including a provision in legislation imposing a duty of confidentiality
on all recipients. Additionally, the conditions of release can include a requirement that every
person who will have access to the information must sign a confidentiality contract or an
acknowledgement of an exisiting duty of confidentiality
Good decision making
The legislation should provide a framework for timely, transparent and accountable decision
making. This should include;






the publication of criteria for decisions;
reasons to be given where applications are refused;
decisions to be made in a timely fashion;
an appropriate appeal process; and
the publication of information about approved projects.
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Private Organisations
Private organisation that hold personal information that is valuable for research, such as
private health care providers, are also bound by common law and equitable duties of
confidentiality and various privacy statutes. In some jurisdictions reliance is placed on the
research exception in the various privacy statutes to authorise the release of personal
information. The research exception provisions in the privacy statutes do clearly provide an
exception to the duties created by the particular privacy act. However, it is not always clear
that these provisions provide immunity to liability under the common law and equity or under
other statutes. To put this beyond doubt it is necessary to have an explicit statutory provision
granting immunity to liability under any other law, including common law and equity and
specifying when that immunity applies. For example, such immunity could apply when there
is compliance with the research exception in the relevant privacy statute.
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