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1. Introduction and Purpose 

1.1. Framework Context  

Clinical Quality Registries (CQRs) collect, analyse, and report health information to improve 

clinical practice and outcomes. Their primary purpose is quality improvement, but they also 

play a vital role in research. They operate across both quality improvement and research 

contexts, which may overlap in practice; further guidance on how these pathways relate, 

including challenges in distinguishing between them, is provided in Section 5.5. 

CQRs consistently deliver measurable benefits, including improved clinical practices and cost-

effectiveness. 

Linkage with administrative data provides an efficient mechanism to: 

• enhance contextual understanding of patient outcomes 

• reduce data collection burden 

• support longitudinal analysis 

• enable research and clinical trials 

Despite a well-established national data linkage infrastructure, access to linked data remains 

complex due to: 

• fragmented legal and policy environments 

• jurisdictional variation 

• multi-body approval processes 

A key challenge arises from the dual purpose of many CQRs (quality improvement and 

research), which can create confusion about governance including ethics, and legal 

requirements. 

Data linkage involving CQRs operates within a complex and evolving legal, ethical, and 

technical environment. As a result, it is not possible to prescribe a single set of rules or 

definitive answers that apply in all circumstances.  

This framework therefore provides principles and considerations to guide decision-making, 

which must be applied on a case-by-case basis within the relevant legal, ethical, and 

governance context. 

Emerging technologies, including artificial intelligence (AI), may influence the efficiency of 

data linkage processes and amplify existing privacy and re-identification risks. These 

developments are evolving and are not addressed in detail within this framework. 
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This framework provides a pathway to enduring, standardised, efficient, cost-effective, and 

compliant linkage arrangements that maximise data value while reducing unnecessary 

burden.  

1.2. Purpose, Vision and Objectives 

Purpose 

To facilitate the enduring, standardised, efficient, cost-effective, and compliant linkage of 

CQRs to administrative datasets for quality improvement and research purposes. 

Vision 

An approach to enduring CQR linkage that: 

• supports quality improvement and research 

• reduces duplication and burden 

• maintains privacy and ethical integrity 

• delivers longitudinal insights 

• maintains consumer and community trust 

Objectives 

• Clarify governance, including ethics and legal requirements for the linkage and ongoing 

use of CQR and administrative data 

• Establish common technical understanding of data linkage processes, roles, data flows, 

and linkage models across CQRs, data custodians, and linkage units 

• Promote scalable and standardised linkage models for the enduring linkage of CQRs to 

administrative datasets 

• Enable transparent and trusted data use by supporting clear communication, 

appropriate governance, and alignment with consumer expectations 

The framework can be read sequentially or used as a guide at different stages of 

implementation, with practical implementation pathways and considerations outlined in 

Section 13. 

1.3. Scope  

This framework applies to: 
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• The establishment and maintenance of enduring linkage between CQRs and 

administrative datasets (e.g. hospital, mortality, Medicare Benefits 

Schedule/Pharmaceutical Benefits Scheme) 

• both:  

o quality improvement activities 

o research and other approved secondary uses 

This framework does not apply to: 

• One off or ad hoc linkage of CQR data to administrative datasets 

• Governance of individual quality or research projects using linked data 

It does not replace: 

• existing laws 

• ethics guidelines 

• data custodian authority 

• Australian Commission on Safety and Quality in Health Care (ACSQHC) governance 

expectations 

This framework applies only to enduring linkage; however, references to ad hoc linkage are 

included for comparison and to support understanding and decision-making. 

1.4. Audience 

The framework is intended for: 

• CQR managers and clinicians 

• data custodians 

• data linkage units 

• human research ethics committees 

• legal and governance officers 

• policymakers 

• researchers 

Different stakeholders may engage with different sections of the framework depending on 

their role; guidance on how to navigate the framework by audience is provided in Section 

13. 
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1.5. Relationship to National Strategies and the ACSQHC CQR 

Framework 

This Guide complements the ACSQHC Australian Framework for National Clinical Quality 

Registries (2024) and aligns with the National Clinical Quality Registry and Virtual Registry 

Strategy, including Pillar 6: Data Linkage Integration and Interoperability.  

The ACSQHC Framework defines:  

• governance, operation, and use of CQRs for quality improvement, including an 

emphasis on data lifecycle management and the role of CQRs in supporting safety and 

quality improvement  

The National Strategy (Pillar 6) emphasises:  

• the importance of integrating CQRs with administrative and other data sources  

• improving interoperability and enabling data linkage to support system-wide insights  

This Guide defines:  

• how CQR data can be linked to administrative data in enduring, standardised, efficient, 

cost-effective, and compliant ways  

• governance and operating arrangements for registries participating in ongoing, multi-

party data linkage environments  

This Guide is intended to operate alongside these national initiatives to support CQRs to 

realise the full value envisioned in both the ACSQHC Framework and the National Strategy, by 

facilitating appropriate, privacy-preserving data linkage.  

It also recognises the ACSQHC CQR assessment tools, which support registries to evaluate 

their capability and reporting practices against the national framework. These tools focus on 

assessing compliance, identifying gaps, and guiding continuous improvement in outputs such 

as reporting and dissemination.  

These approaches are complementary. The ACSQHC framework and associated tools support 

assessment of what registries deliver, while this framework focuses on how registries operate 

within linked data environments. 

 

For more information: 

Australian Commission on Safety and Quality in Health Care. Australian Framework for 

National Clinical Quality Registries 2024. Sydney; ACSQHC, 2024. 

Commonwealth of Australia (Department of Health). National Clinical Quality Registry and 

Virtual Registry Strategy 2020–2030. Sydney: ACSQHC; 2020. 
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2. The Case for Enduring Linkage 

2.1. Why Link Clinical Registry and Administrative Data 

Linkage enables integration of detailed clinical data with population-level datasets to provide 

a more complete picture of patient pathways. CQRs typically capture highly detailed, granular 

information about specific clinical events or episodes of care (e.g. stroke, joint replacement, 

or critical illness), but do not usually capture the full patient journey before and after that 

event. 

Linked administrative data, when considered alongside more detailed clinical information, 

provides an efficient mechanism through which health and disease indicators, including 

survival status, medication use, and outpatient care can be mapped across the broader care 

pathway. For CQRs, linkage to administrative data enhances their ability to undertake quality 

improvement activities by providing important contextual information, including on registry 

participants lost to follow up. It also supports benchmarking, whereby outcomes and 

processes of care can be compared across providers, regions, or over time (for example, 

comparing post-procedure outcomes such as readmission or mortality rates) and enhances 

reporting capability, enabling more comprehensive, risk-adjusted, and system-level insights 

for safety and quality improvement. 

It also provides an important vehicle for research, supporting clinical trials and data-driven 

studies, the majority of which also aim to improve quality of care, whilst minimising the impact 

of data collection on research participants.  

More information about data linkage in in Section 3. 

Linked data supports: 

• quality improvement and benchmarking 

• research and clinical trials 

• system-level policy insights 

2.2. What “Enduring Linkage” Means in Practice 

Enduring linkage involves: 

• repeated, ongoing data linkage 

• integration with linked data assets 

• linkage arrangements designed to support ongoing or repeated linkage over time, 

including the reuse of linkage infrastructure and assets where lawful and appropriate 
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It improves efficiency compared to ad hoc linkage but may introduce different governance 

pathways.  

Enduring linkage requires not only technical capability, but also sufficient governance, 

operational capacity, and resourcing to support ongoing data flows, oversight, and use. These 

requirements should be considered carefully so that linkage arrangements are designed to be 

sustainable, proportionate and fit for purpose. 

Enduring linkage is intended to operate within and build on existing data linkage infrastructure 

and governance arrangements, rather than establishing bespoke or standalone linkage 

systems. 

 

3. Understanding Data Linkage 

3.1. What is Data Linkage 

Data linkage is a process designed to bring together information from multiple sources that 

relate to one individual, place, or event. It enables records that are held in different places to 

be considered together to provide a more complete picture of a person or relevant issue, and 

to answer questions that help improve health treatments, services and policies. For example, 

ambulance, mental health, and hospital admission data might be linked with justice data to 

support research examining the psychiatric impact of certain types of criminal justice 

supervision on young people. 

3.2. How Data Linkage Works  

Data linkage is a complex process. In Australia, the two most used linkage methods are 

deterministic linkage and probabilistic linkage. Most data linkage units in Australia, including 

the Australian Institute of Health and Welfare’s (AIHW) Data Integration Services Centre, use 

a mix of these methods, depending on the identifiers available. 

Deterministic linkage: involves the matching of two records based on exact agreement of the 

selected identifiers, such as name, date of birth or postcode. This method requires high quality 

data and identifiers that are sufficiently specific to support reliable matching and may result 

in some records remaining unlinked where exact matches cannot be achieved. 

Probabilistic linkage:  involves the linkage of records based on the probabilities of agreement 

and disagreement between a range of matched variables. Probabilistic linkage is an iterative 

process and usually requires clerical review.  
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3.3. Models of Linkage (Ad hoc vs Enduring) 

Data linkage between CQRs and administrative data can be undertaken as either ad hoc or 

enduring linkage. Ad hoc linkage is a one-off or time-limited data linkage activity undertaken 

for a specific and defined purpose. Enduring linkage, by contrast, is an ongoing data activity, 

where linkage occurs repeatedly to support continuous quality improvement, monitoring, and 

multiple future uses. While ad hoc and enduring linkage may involve similar effort and 

complexity at the point of establishment, ad hoc linkage typically requires new approvals for 

each linkage activity. By contrast, enduring linkage is established with agreed and approved 

arrangements for ongoing linkage, which improves efficiency when linkage is repeated over 

time.   

Ad hoc linkage and enduring linkage may use the same linkage infrastructure, linkage assets, 

and technical processes. The key distinction is not the linkage method itself, but whether 

governance, approvals, operational arrangements, and data flows are established to support 

ongoing linkage and reuse over time. 

While ad hoc linkage may be perceived as simpler to initiate, it can create inefficiency when 

similar linkage activities are repeated over time, including through duplication of effort and 

approval processes. Enduring linkage is expected to be more efficient and sustainable but 

requires clearer upfront planning—particularly around governance, including ethics and legal 

requirements, and long-term use. 

Enduring linkage is designed to operate within and build on existing linkage infrastructure and 

governance arrangements, rather than establishing new or duplicative processes. 

CQRs should be explicit about which model they are pursuing, noting that enduring linkage 

must be established and governed as a continuous linkage relationship, not a series of discrete 

projects. 

3.4. Data Flows, Roles and Responsibilities 

Data linkage between CQRs and administrative datasets involves multiple parties, each with 

clearly defined roles. Understanding these roles and how data move between them is 

essential to ensure linkage is secure, lawful, and well-governed. 

While the specific data flows and technical arrangements may vary between jurisdictions, data 

linkage models generally involve common roles and governance functions. 

In a typical model, the CQR and administrative data custodians provide both linkage variables 

(e.g. names, dates of birth, and other identifying or quasi-identifying information) and content 

data, subject to their own governance requirements. The linkage variables are supplied to a 

data linkage unit (DLU), which performs the linkage using privacy-preserving methods such as 

the separation principle and generates linkage keys that enable records relating to the same 
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individual to be matched across datasets. Content data are then brought together using these 

linkage keys without sharing identifiers with data users. 

 

In some cases, linkage may draw on pre-established linkage spines that support repeated 

linkage over time. These arrangements are also subject to governance requirements and may 

influence how data flows occur, as well as linkage quality and fitness for purpose. 

The linked data are then often made available within a secure access environment, where 

authorised users can analyse data under controlled conditions. Data are not generally released 

directly; instead, access is managed within these environments to maintain security and 

oversight. 

Throughout the process, responsibilities remain distinct and distributed. Data custodians 

retain authority over their data, CQRs govern the use and reporting of registry data, and 

linkage units are responsible for linkage quality and integrity. Responsibility for the linked 

dataset is not held by a single entity; rather, it is shared across participating organisations, 

each within their respective roles and authorities. In addition, users accessing linked data are 

responsible for complying with approved conditions of use and governance requirements.  

Where linked data are made available within a secure access environment, the organisation 

operating that environment is responsible for maintaining the security, access controls, and 

technical safeguards that protect the data. 

In enduring linkage arrangements, these roles persist over time, with repeat data flows and 

ongoing governance, requiring clear and sustained agreements between all parties. 

 

For more information: 

Data Connect Australia  – Overview of data linkage methods, processes, and governance in 

the Australian context. https://www.phrn.org.au  

 

4. Guiding Principles 
This framework applies ACSQHC principles to data linkage: 

ACSQHC 
PRINCIPLE 

APPLICATION TO LINKAGE 

Clinical Relevance Linked data must support care quality, safety, and knowledge 
generation 

Governance & 
Accountability 

Linkage must be legally grounded and ethically sound, with clear lines 
of accountability 

Privacy & Security Linkage must follow established models minimising privacy risks 
Transparency Linkage activities must be clearly communicated to all stakeholders 
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Consumer 
Involvement 

Consumers must be informed and appropriately involved 

Data Quality Linkage quality must be assessed and reported 
Sustainability Linkage should reduce duplication and support long-term value. This 

includes ensuring that enduring linkage arrangements are supported 
by appropriate resourcing and operational capability. 

 

For more information: 

Australian Commission on Safety and Quality in Health Care. Australian Framework for 

National Clinical Quality Registries 2024. Sydney; ACSQHC, 2024. 

 

5. Governance, Including Legal and Ethical Foundations 

5.1. What is Governance? 

Governance is the overarching framework of rules, systems and processes through which 

legal, ethical, accountability and risk considerations are integrated into decision-making. In 

the context of data linkage, governance encompasses ethics review, legal compliance, and 

institutional decision-making processes that collectively determine whether an activity can 

proceed. 

For enduring linkage, governance must support not only initial approval, but also ongoing 

linkage and evolving data use over time. This includes the ability to respond to changes in 

legislation, policy, and governance requirements, ensuring that linkage arrangements remain 

compliant and appropriate throughout their lifecycle. 

5.2. Overview of the Legal and Regulatory Environment 

Several bodies of law are relevant to the collection, use, and disclosure of identifiable, that is, 

‘personal’ information. The most pivotal include: 

• Privacy law 

• Public health legislation 

• Data sharing legislation 

• Common law and equitable duties 

Because Australia is a federation, the Commonwealth, states and territories have varied 

legislation that apply in particular contexts. For example, health is generally regulated by the 

states and territories, as is privacy in state and territory public institutions. Privacy in federal 

public institutions and in the private sector across Australia is regulated by the 

Commonwealth and by the states in those jurisdictions with separate health privacy 
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legislation. Common law and equitable duties do not come from statute; they are developed 

by the courts and apply to health practitioners and a broad array of individuals and entities 

dealing with health data across Australia.  

In addition to general privacy and data sharing legislation, specific statutory quality assurance 

provisions may apply to some CQRs, for example, provisions establishing qualified privilege 

schemes. Under Commonwealth, state and territory legislation, certain organisations or 

activities may be declared as approved quality assurance committees (QACs) or approved 

quality assurance activities. Once a QAC or a quality assurance activity has been approved, 

information collected for the purposes of the QAC or activity is protected by qualified 

privilege. Such information is protected by strict confidentiality provisions and even courts 

and tribunals cannot require such information to be disclosed. Qualified privilege also 

provides legal immunity for members of a QAC, or persons involved in an approved quality 

assurance activity, for anything done in good faith in carrying out their responsibilities. These 

provisions are designed to support candid assessment and evaluation of healthcare quality. 

They may limit the disclosure and reuse of information found in documents and proceedings 

created by or for an approved QAC or activity.  

CQRs operating, or considering operating, under quality assurance provisions should carefully 

assess how these frameworks interact with data linkage, including any constraints on data 

disclosure and reuse. 

 

For more information: 

Data Connect Australia. Regulatory Frameworks Governing Clinical Quality Registries and 

Routine Administrative Data Linkage: An Analysis, Perth; 2025. 

Australian Commission on Safety and Quality in Health Care. Australian Framework for 

National Clinical Quality Registries 2024. Sydney; ACSQHC, 2024. 

Australian Government Department of Health Disability and Ageing, Commonwealth Qualified 

Privilege Scheme, https://www.health.gov.au/our-work/commonwealth-qualified-privilege-

scheme 

NSW Health, Information Package for Quality Assurance Committees Seeking Qualified 

Privilege under Health Administration Act 1982 Div 6B, 

https://www.health.nsw.gov.au/factsheets/Pages/qualified-privledge.aspx. 

5.3. Ethical Frameworks and the National Statement 

Ethical oversight of the enduring linkage of CQR data to administrative datasets is guided by 

the National Statement on Ethical Conduct in Human Research and related NHMRC guidance. 

https://www.health.gov.au/our-work/commonwealth-qualified-privilege-scheme
https://www.health.gov.au/our-work/commonwealth-qualified-privilege-scheme
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These frameworks ensure that the ongoing collection, linkage, and use of health data are 

conducted in a way that respects individuals, minimises harm, and maintains public trust. 

A key consideration for enduring linkage is that it should be understood as an ongoing data 

infrastructure, rather than a single, time-limited research project. Enduring linkage 

arrangements involve repeated, periodic linkage, longitudinal follow-up, and the potential for 

multiple uses of linked data over time. As such, ethical considerations and approvals must 

account for the continuing nature of the linkage relationship, rather than being framed solely 

around a specific, predefined research question. 

Consistent with national guidance, the requirement for formal ethics approval is driven by the 

purpose of the linkage activity, not by linkage itself. CQRs primarily operate within a quality 

improvement paradigm, and linkage to administrative data is often undertaken to support 

follow-up, outcome ascertainment, and system-level performance monitoring. In these 

contexts, ethical oversight may be provided through institutional governance processes. 

However, where linked data are used for research or secondary purposes, particularly where 

the intent is to generate generalisable knowledge or undertake analyses beyond the original 

purpose, review under the National Statement is typically required.  

Importantly, the use of identifying or quasi-identifying information for record linkage may 

itself constitute a secondary use of data, even where the resulting linked dataset is de-

identified. Consistent with the Australian Framework for National Clinical Quality Registries 

(2024), both the linkage process and any subsequent use of linked data remain subject to the 

authority of the relevant data custodian(s). Third parties seeking to undertake linkage or 

access linked data, particularly where identifiable, potentially identifiable, or re-identifiable 

information is involved, should obtain approval from the data custodian(s) and secure 

appropriate institutional governance and ethics review where required. 

For enduring linkage, it is important that CQRs are explicit and transparent when seeking 

ethics approval. Where ethics review is required, applications should clearly describe the 

linkage as: 

• an ongoing linkage arrangement or infrastructure, rather than a single project 

• involving periodic data linkage and updates 

• supporting multiple potential uses, including both quality improvement and research 

(where appropriate approvals are obtained) 

This approach enables ethics committees to properly assess the scope, duration, and 

governance of the linkage, and reduces the need for repeated approvals or workarounds as 

new use cases emerge. 

Enduring linkage also introduces specific ethical considerations that must be addressed, 

including: 
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• whether ongoing linkage and reuse remain consistent with the original purpose of 

collection and participant expectations 

• the implications of linking multiple datasets over time, including potential increases in 

identifiability or sensitivity 

• how future uses of linked data are governed, particularly where these cannot be fully 

specified in advance 

Ethics approval should be understood as one component of broader governance for enduring 

linkage. Institutional governance processes typically integrate ethical, legal, and organisational 

considerations to determine whether linkage arrangements and subsequent data uses can 

proceed. Ethical practice also extends beyond formal approval to include transparency about 

linkage activities, appropriate consumer involvement, and alignment with community 

expectations regarding the sustained use of linked health data. 

 

For more information: 

National Health and Medical Research Council, Australian Research Council and Universities 

Australia (2025). National Statement on Ethical Conduct in Human Research. Canberra: 

National Health and Medical Research Council. 

Data Connect Australia. Regulatory Frameworks Governing Clinical Quality Registries and 

Routine Administrative Data Linkage: An Analysis, Perth; 2025. 

5.4. Primary Purpose and Secondary Use 

The primary purpose of data collection determines how data can be used and disclosed, 

including for linkage—in compliance with privacy legislation and other regulatory 

instruments. CQRs are typically established for quality improvement, although many also 

support research. Because of this, it is important to clearly articulate the primary purpose for 

which particular data have been collected. 

Data linkage may constitute a secondary use, particularly where it involves disclosure of 

identifiable data to third parties (such as data linkage units) or introduces new data 

combinations not originally contemplated. Where this occurs, appropriate legal authority, 

governance approval, and (where required) ethical review must be in place. 

For enduring linkage, both the linkage activity and the use of linked data must remain 

consistent with: 

• the legal basis of collection 

• participant expectations 
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• applicable governance approvals 

5.5. Quality Improvement vs Research Pathways 

Quality improvement and research are often presented as distinct categories, but in practice 

they exist on a continuum. Many activities associated with CQRs and data linkage, including 

enduring linkage, do not fall neatly into one category or the other. For example, linkage 

undertaken to support quality improvement may also enable research, and activities may 

evolve over time from one purpose to another. 

Despite this overlap, it remains important to consider whether an activity is best characterised 

as quality improvement, research, or a combination of both. This is because different legal 

and ethical pathways may apply, including requirements for consent, disclosure, governance 

approval, and ethics review. The classification of an activity therefore has practical 

implications for how linkage is established, approved, and managed. 

For enduring linkage, this distinction should not be treated as a one-off determination. 

Instead, CQRs should recognise that: 

• The initial purpose of creation of a linked dataset may differ from the purpose of 

subsequent data use 

• activities may shift along the quality improvement–research continuum over time 

• different uses within the same linkage arrangement may require different forms of 

oversight. 

5.6. Consent, Waiver and Opt-Out Models 

CQRs may operate under a range of participation models, including consent-based, opt-out, 

and waiver of consent, depending on their purpose, legal basis, and governance context. 

These models establish the basis on which data may be collected, used, and disclosed, 

including for linkage activities. The choice of model should be proportionate to risk and 

consistent with applicable legislation, ethical frameworks, and participant expectations.  

Linkage activities should be consistent with the original participation model. 

Where the proposed disclosure or use of data for linkage is not consistent with the original 

participation model, additional governance, legal authority, or ethical approval may be 

required. This may include, for example, consideration of a waiver of consent, subject to 

applicable criteria and approvals. 

Regardless of the model used, CQRs must ensure adequate transparency, appropriate 

safeguards, and ongoing alignment between consent and data use, particularly for enduring 

linkage arrangements where data are linked and reused over time. 
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For more information 

Office of the Australian Information Commissioner. Australian Privacy Principles Guidelines 

Privacy Act 1988 (2026).  

Office of the Australian Information Commissioner. Consent to the handling of personal 

information  

National Health and Medical Research Council, Australian Research Council and Universities 

Australia (2025). National Statement on Ethical Conduct in Human Research. Canberra: 

National Health and Medical Research Council. 

5.7. Enduring Linkage: Legal and Ethical Constraints 

Enduring linkage between CQRs and administrative data introduces specific legal and ethical 

constraints that extend beyond those for one-off linkage projects. At a minimum, it requires: 

• lawful initial disclosure, ensuring that data can be shared for linkage in a manner 

consistent with the primary purpose of collection or an appropriate secondary use 

pathway 

• lawful ongoing use, recognising that repeated linkage, data updates, and evolving uses 

must remain supported by a valid legal and governance basis over time 

• consideration of reuse limitations, including restrictions on onward disclosure, access, 

and use of linked data, or the need to establish agreements governing onward 

disclosure and reuse, which may vary across datasets and jurisdictions 

These constraints mean that some linkage pathways may support an initial linkage but not 

ongoing or repeated linkage or may limit the ability to reuse linked outputs for future 

purposes. For enduring linkage to be sustainable, the legal authority, ethical approvals (where 

required), and governance arrangements must support both the establishment of the linkage 

and its continuation over time. 

5.8. Determining a Lawful and Ethical Pathway 

Establishing an enduring linkage between a CQR and administrative data collections requires 
careful consideration of both legal and ethical pathways. There is no single approval or 
standardised route in Australia. Instead, the appropriate pathway depends on the specific 
characteristics of the CQR, the data being linked, and the intended uses of the linked data. 

This section provides a practical approach to help CQRs determine a lawful and ethical 
pathway for enduring linkage. 

To establish an enduring linkage, CQRs should work through three key questions: 

https://www.nhmrc.gov.au/about-us/publications/national-statement-ethical-conduct-human-research-2025
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1. What is the legal and governance basis of the CQR itself? 

2. What are the characteristics and constraints of the administrative data being linked? 

3. What is the purpose and intended use of the linkage (now and over time)? 

These elements must align to support: 

• lawful data collection, use and disclosure 

• appropriate ethical oversight 

• sustainable, ongoing linkage 

5.8.1. Understand your CQR 

The first step is to clearly understand the legal and governance position of the registry. 

Legal basis for data collection 

CQRs must identify: 

• the legal authority under which data are collected (e.g. consent, opt-out, statutory 

authority) 

• the primary purpose of collection (e.g. quality improvement, research, or both) 

This determines: 

• whether data can be disclosed for linkage 

• whether linkage is consistent with the original purpose 

• whether additional approvals are required 

Consent and participation model 

CQRs should confirm: 

• whether the registry operates under:  

o informed consent 

o opt-out approach 

o waiver of consent 

• what participants have been told about:  

o data use 

o linkage 

o ongoing or future use 
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o sharing of data with other organisations 

Critical consideration: Does the proposed enduring linkage align with participant expectations 

and consent arrangements? 

Accountability 

CQRs should identify: 

• the data custodian with responsibility for the CQR data 

• what governance body approves:  

o data use 

o data linkage 

o data sharing 

CQR data custodians remain responsible for decisions relating to: 

• linkage participation 

• access to linked data 

• permitted uses 

5.8.2. Understand the Administrative Data 

The second step is to understand the datasets you intend to link to and their governance 

arrangements. 

Data custodian and approval authority 

For each dataset, identify: 

• who is the responsible data custodian? 

• what approvals are required for:  

o linkage 

o data access 

o ongoing use? 

• What criteria must be met to obtain approval? 

Each custodian retains authority over their data. 

Legal and policy constraints 

Administrative datasets may have: 
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• jurisdiction-specific legislation 

• restrictions on:  

o disclosure of identifiable data 

o onward sharing 

o secondary use 

Important: Some datasets permit linkage but restrict reuse or redistribution of linked outputs. 

Linkage model and infrastructure 

CQRs should confirm: 

• how linkage will occur:  

o via a data linkage unit 

o within a linked data asset 

• whether the linkage supports:  

o ad-hoc linkage 

o enduring linkage 

Not all linkage models support enduring arrangements. 

5.8.3. Define the Purpose of Linkage 

The third step is to clearly define why the linkage is being undertaken. 

Purpose of linkage 

CQRs should explicitly identify whether linkage is intended for: 

• quality improvement (e.g. follow-up, benchmarking) 

• research 

• both 

This is critical because purpose determines: 

• legal pathway 

• ethical review requirements 

Enduring linkage vs ad hoc linkage 

CQRs must clearly state whether they are seeking: 
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• an ad hoc linkage (one-off, defined purpose), or 

• an enduring linkage arrangement (ongoing infrastructure) 

For enduring linkage: 

• linkage will occur repeatedly over time 

• uses may evolve 

• governance must support future uses, not just initial activities 

Anticipated uses over time 

Even where all future uses are not known, CQRs should: 

• describe expected categories of use, such as:  

o quality improvement 

o reporting 

o research 

• define governance controls over how new uses will be assessed 

This supports: 

• ethics review (where required) 

• transparency 

• sustainability 

5.8.4. Determine the Appropriate Pathway 

Once the above elements are understood, CQRs can determine an appropriate pathway by 

considering the following: 

Alignment with primary purpose 

• Does the linkage align with the primary purpose of data collection?  

o If yes → may proceed under existing authority 

o If no → requires secondary use pathway 

Legal authority for disclosure 

• Can identifiable data be disclosed for linkage? 

• Are there restrictions on:  

o frequency of disclosure 
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o onward sharing 

o reuse 

Ethical review requirements 

• Is the linkage for:  

o quality improvement → governance pathway will apply and ethics approval 

may be required 

o research → ethics approval required 

• Does the enduring nature of linkage require:  

o broader or longer-term ethical consideration 

Governance and custodian approval 

• Have all relevant data custodians:  

o agreed to linkage 

o agreed to enduring linkage  

• Are roles and responsibilities clearly defined? 

Feasibility of enduring linkage 

• Can the linkage be:  

o lawfully maintained over time 

o operationally sustained 

o reused where appropriate 

Key principle: 

Enduring linkage is only feasible where both initial linkage and ongoing use are supported by 

the legal and governance framework. 

5.8.5. Practical Planning Summary 

Before proceeding, CQRs should be able to clearly answer: 

About the CQR 

• What is our legal basis for data collection? 

• What is our primary purpose of CQR data collection? 

• What do participants expect? 
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• Who is our data custodian? 

About the administrative data 

• Who are the data custodians? 

• What approvals are required? 

• What legal or policy constraints apply? 

• Can data be linked and reused over time? 

About the linkage 

• What is the purpose (quality improvement, research, both)? 

• Is this project-based or enduring linkage? 

• What uses are anticipated? 

• What approvals are required now and in future? 

A lawful and ethical pathway for enduring linkage requires alignment between the legal basis 

of the data collection, the purpose of the linkage, and the governance arrangements that 

support ongoing use over time. Where linkage activities are planned or expanded, CQRs 

should consider whether the existing legal basis for data collection remains appropriate, or 

whether amendments to consent models, authorisations, or governance arrangements may 

be required to support ongoing lawful use. 

 

6. Governance Model for Linked Data 
Enduring linkage creates a multi-party governance environment, where responsibility remains 

distributed across organisations rather than centralised. 

6.1. Custodianship and Accountability 

Data custodians always retain authority over their data. Linkage does not transfer control or 

decision-making rights. 

Each custodian is responsible for: 

• decisions about data disclosure 

• conditions of access and use 

In addition, CQRs remain responsible for: 

• registry governance 
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• interpretation and reporting of outputs 

6.2. Roles and Responsibilities 

While roles vary by linkage model, responsibilities are typically divided as follows: 

• CQRs: data quality, registry governance, and interpretation of outputs 

• Data custodians: approval of data use, disclosure, and conditions of access 

• Data linkage units: conduct of linkage and protection of identifying data 

These roles are complementary but distinct and must be clearly documented. 

6.3. Multi-party Governance 

Linked data are subject to multi-party governance, reflecting the distributed roles and 

responsibilities outlined in Section 3.4. While data may be combined for analysis, governance 

does not become centralised. 

This means that: 

• each data custodian retains authority over their data and must approve its use 

• approvals must be obtained from all relevant parties for linkage and data use 

• no single entity has unilateral authority over the combined dataset; governance 

decisions require agreement between relevant data custodians 

At the same time, responsibility for the management and protection of linked data is shared 

across participating organisations, according to their roles. In practice, this includes: 

• data custodians setting conditions for use and disclosure 

• CQRs governing the use and interpretation of registry data 

• data linkage units ensuring linkage quality and integrity 

• secure access environment operators maintaining data security and access controls 

• users complying with conditions of access and approved uses 

This layered model means that because authority over decisions remains distributed, the 

ongoing management and use of linked data depend on coordinated responsibilities across all 

parties. 

This can create complexity, particularly where datasets span jurisdictions or legal frameworks, 

and requires coordination to ensure consistent and efficient decision-making. 
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6.4. Governance Across the Data Lifecycle 

For enduring linkage, governance must operate across the full lifecycle of the data, including: 

• initial linkage approval 

• ongoing linkage and data refresh 

• access to linked data 

• reuse of linkage outputs 

Governance arrangements must therefore: 

• clearly define decision points and responsibilities over time 

• ensure that approvals remain valid as data are reused or purposes evolve 

• support continuity and consistency in long-term linkage relationships 

 

7. Transparency and Consumer Involvement 
Transparency and meaningful consumer involvement are central to maintaining the social 

licence for enduring linkage of CQR and administrative data. Evidence from consumer 

engagement highlights that trust is not assumed—it must be actively maintained through 

clear communication, reliable consent processes, and visible accountability.  

A consistent finding is that trust and system performance are interdependent: weak 

transparency or poor consent practices undermine confidence, while lack of trust threatens 

the long-term viability of linkage systems. 

7.1. Consumer Expectations and Social Licence 

Consumers are broadly supportive of data linkage where it delivers clear public benefit, such 

as improving care and supporting research. However, this support is conditional and depends 

on alignment between expectations and actual system behaviour. 

Participation in a CQR does not in itself establish expectations for all future linkage or data 

uses; these expectations must be supported through clear communication and ongoing 

governance. 

Key expectations identified through consumer engagement include: 

• Transparency: clear, accessible information about what data linkage is, how it works, 

and how data are used 



 

23 

 

• Control: the ability to understand, influence, and where desired, withdraw or limit use 

of personal data 

• Involvement: meaningful participation in decisions about how data are used and 

governed 

Consumers are particularly sensitive to mismatches between what they believe will happen 

and what actually occurs, including: 

• use of data beyond what was understood at the time of consent 

• unclear or expanding purposes (“scope creep”) 

• lack of visibility regarding outcomes or benefits  

Maintaining social licence therefore requires not only compliance with legal and ethical 

requirements, but also ongoing alignment with community expectations. 

7.2. Transparency and Communication Obligations 

Transparency is a non-negotiable requirement for enduring linkage. Consumers consistently 

report limited understanding of data linkage and express concern when processes are opaque, 

overly complex, or poorly explained.  

Communication should be: 

• clear and accessible, using plain language and appropriate formats that consider 

accessibility needs and cultural and linguistic diversity 

• timely and ongoing, not limited to initial consent 

• balanced, addressing both benefits and risks 

At a minimum, communication should enable consumers to understand: 

• the purpose of data linkage, including why it is undertaken, what data will be linked 

and what outcomes are expected 

• the benefits and risks, including potential privacy risks and safeguards 

• data access arrangements, including who can access data, under what conditions, and 

for what purposes 

In addition, consumers expect greater visibility of how linked data are actually used, including: 

• summaries of approved data uses or projects 

• examples of outcomes or benefits achieved 

• clarity about who has accessed data and why  

Without this transparency, the system risks being perceived as opaque or unaccountable, 

which can undermine trust even where governance is technically sound. 
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Further guidance on developing consumer-friendly resources and communicating registry 

findings is available in A Registry Guide to Co-designing Consumer-Friendly Resources (2025). 

7.3. Consumer Participation in Governance 

Consumers expect to have a meaningful and ongoing role in governance, not just as data 

contributors but as participants in decision-making processes.  

Effective consumer involvement includes: 

• formal structures, such as Consumer Advisory Committees 

• involvement in:  

o decisions about data linkage and data use 

o development of consumer-facing materials 

o identification of risks and unintended consequences 

Consumer involvement has been shown to: 

• improve the clarity and accessibility of communication 

• identify risks not visible to technical or clinical stakeholders 

• strengthen alignment between system practices and community values  

However, involvement should be: 

• well-defined and appropriately scoped, recognising that highly technical decisions may 

require specialist expertise 

• supported, with adequate information and capacity-building to enable informed 

participation 

Overall, consumer participation should be embedded as a core component of governance for 

enduring linkage, ensuring that decisions remain consistent with community expectations 

over time. 

 

For more information 

A Registry Guide to Co-designing Consumer Friendly Resources. South Australian Health and 

Medical Research Institute. June 2025. Version 1. 

https://www.health.gov.au/resources/publications/a-registry-guide-to-co-designing-

consumer-friendly-resources 

National Health and Medical Research Council (2026) – Statement on consumer and 

community involvement in health and medical research. Canberra: NHMRC 
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8. Data Governance, Privacy and Security 
This framework builds on existing national guidance, including the Australian Framework for 

National Clinical Quality Registries (2024) and Australian Framework for National Clinical 

Quality Registries (2024). Attachment 2 Australian CQR security compliance guideline, which 

set out baseline expectations for data governance, privacy, and security.  

This section does not restate those requirements. Instead, it highlights additional 

considerations specific to enduring linkage, where data are repeatedly linked, reused, and 

accessed over time. 

For more information 

Australian Commission on Safety and Quality in Health Care. Australian Framework for 

National Clinical Quality Registries 2024. Sydney; ACSQHC, 2024. 

Australian Commission on Safety and Quality in Health Care. Australian Framework for 

National Clinical Quality Registries 2024. Attachment 2 Australian CQR security compliance 

guideline. Sydney; ACSQHC, 2024. 

8.1. Legal and Policy Compliance 

All linkage activities must comply with applicable legal, regulatory, and ethical requirements, 

as outlined in existing national frameworks. For enduring linkage, this compliance must be 

reconsidered and maintained over time. Establishing legal and policy compliance for enduring 

linkage is not a set and forget exercise, as legal and policy parameters, as well as access and 

use, can evolve over time. 

Enduring linkage requires CQRs to: 

• ensure that legal authority extends to ongoing linkage, including repeated data flows 

and updates 

• confirm that approvals remain valid for evolving uses, including secondary uses of 

linked data 

• recognise that different datasets may operate under different legislative and policy 

constraints, which must be continuously managed 

In practice, a linkage arrangement may be lawful at the point of establishment but not fully 

support ongoing linkage or expanded use, requiring periodic review or additional approvals. 
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8.2. Data Minimisation and Proportionality 

Principles of data minimisation and proportionality, consistent with obligations under the 

Australian Privacy Principles (APPs) and other privacy legislation, apply to all CQR activities. In 

the context of enduring linkage, these principles must be applied dynamically over time, 

rather than at a single point. 

CQRs should ensure that: 

• only data necessary for the defined purpose of linkage are collected and disclosed at 

each linkage cycle 

• additional variables or datasets introduced over time are justified and proportionate 

• linkage scope does not expand incrementally without appropriate oversight (“scope 

creep”) 

Enduring linkage increases the risk that data use gradually extends beyond its original intent. 

Ongoing governance mechanisms are therefore required to ensure that data use remains 

consistent with purpose and participant expectations. 

8.3. Secure Access and Safe Environments 

Secure access arrangements should align with national guidance, including the use of 

controlled environments and privacy-preserving linkage methods.  

For enduring linkage, additional considerations include: 

• ensuring that access controls persist across multiple data refreshes and linkage cycles 

• maintaining consistent security settings across linked datasets and environments 

• managing risks associated with long-term storage and repeated access to linked data 

• ensuring that audit, monitoring, and incident response processes remain effective over 

time 

Enduring linkage creates an ongoing access environment rather than a one-off analytical 

dataset, requiring sustained attention to access governance and system integrity. 

8.4. Data Sharing, Disclosure and Reuse 

Data sharing and disclosure must be approved by relevant custodians and comply with legal 

and other governance requirements. In enduring linkage, these processes become iterative 

and ongoing, rather than one-off approvals. 

CQRs should consider: 



 

27 

 

• whether initial approvals support repeated disclosure for ongoing linkage, or only a 

single transfer 

• how reuse of linked data is governed, including secondary use for research or reporting 

• whether different custodians apply different conditions to reuse, access, or onward 

disclosure 

• how restrictions on one dataset may limit the use of the combined linked dataset 

Enduring linkage often involves multiple reuse scenarios over time, requiring clear governance 

mechanisms to: 

• assess new uses 

• manage cumulative risk 

• ensure ongoing compliance with custodian requirements and participant expectations 

Enduring linkage requires that data governance, privacy, and security are maintained 

continuously over time, not established once, with particular attention to ongoing use, reuse, 

and cumulative risk across linkage cycles. 

 

9. Data Quality and Linkage Performance 
For enduring linkage, data quality is not a one-time assurance but an ongoing process that 

must be maintained, assessed, and communicated across the lifecycle of the linkage. 

9.1. Data Quality Responsibilities 

Maintaining the quality of linked data is a shared responsibility between CQRs, data 

custodians, and data linkage units. Each party is accountable for the quality of the data within 

its control, and the overall quality of linked data depends on the combined integrity of these 

contributions. 

CQRs are responsible for ensuring the accuracy, completeness, and consistency of registry 

data, including the collection of high-quality linkage variables and high-quality, clinically 

meaningful data items of sufficient quality for their intended use, recognising that data quality 

requirements may vary depending on context and that transparent reporting of data quality 

is essential to support appropriate interpretation and use. 

Similarly, data custodians are responsible for the quality, completeness, and integrity of the 

administrative datasets under their control. 
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Data linkage units are responsible for the quality of the linkage process itself, including the 

application of appropriate linkage methods, the management of linkage errors, and the 

production of reliable linkage keys and a clear linkage report. 

For enduring linkage, these responsibilities must be maintained over time, as data are 

repeatedly updated, linked, and reused. This requires ongoing attention to data quality at each 

stage of the process, including monitoring changes in data quality, addressing data drift 

(changes in data content, structure, or completeness over time), and ensuring that linkage 

outputs remain fit for purpose. Clear delineation of responsibilities, together with transparent 

reporting of data and linkage quality, is essential to support appropriate interpretation and 

use of linked data. 

9.2. Linkage Quality and Validation 

In addition to the quality of source data, the reliability of linked data depends on the quality 

of the linkage process itself. Linkage quality refers to the accuracy with which records from 

different datasets are correctly matched to the same individual, and the extent to which 

linkage errors are understood and managed. 

Data linkage units are responsible for applying appropriate linkage methodologies (e.g. 

deterministic, probabilistic, or hybrid approaches) and implementing processes to assess and 

optimise linkage quality. This typically includes: 

• evaluating match rates and linkage accuracy 

• identifying and managing false matches and missed links 

• conducting clerical review where required to resolve uncertain matches 

For CQRs and data users, it is important to understand that linkage is not exact, and that all 

linkage outputs contain some level of uncertainty. Linkage quality should therefore be: 

• measured and documented 

• reported transparently, including limitations 

• interpreted in the context of its intended use 

For enduring linkage, linkage quality must be maintained consistently across multiple linkage 

cycles. This includes monitoring changes in linkage performance over time, ensuring that 

updates to data or linkage methods do not introduce unintended variation, and maintaining 

comparable linkage quality across refreshes. Where linkage outputs are reused over time, 

their quality characteristics should remain understood, stable, and appropriate for the 

intended purpose. 

More information about measuring linkage quality is available in section 12.2. 
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9.3. Fitness for Purpose and Limitations 

The suitability of linked data must be assessed in relation to its intended use. Data that are 

adequate for one purpose (e.g. system-level monitoring) may not be appropriate for another 

(e.g. causal inference in research). 

CQRs, data custodians, data linkage units and data users all have a role in determining whether 

linked data are fit for purpose, considering: 

• the quality and completeness of source data 

• the characteristics of the linkage (e.g. match accuracy, missed links) 

• the consistency of data over time 

• any known biases, gaps, or limitations 

• the intended use or outputs of the data 

For enduring linkage, this assessment is particularly important because data are: 

• updated and reused over time 

• applied to potentially new or evolving purposes 

As a result, fitness for purpose should be: 

• assessed each time linked data are used, not assumed based on initial linkage 

• revisited when new datasets, variables, or uses are introduced 

• considered in conjunction with the governance approvals and intended purpose of the 

activity 

Users must also recognise that linked data may contain limitations arising from both source 

data quality and linkage processes, and these limitations should inform how findings are 

interpreted and used. 

9.4. Reporting and Transparency of Quality 

Transparent reporting of data and linkage quality is essential to support appropriate 

interpretation, trust, and responsible use of linked data. 

At a minimum, CQRs and linkage units should ensure that users have access to information 

about: 

• the quality of source data, including completeness and known limitations 

• the linkage methodology used 

• key measures of linkage performance, where appropriate (see section 12.2) 
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• any known limitations or uncertainties that may affect interpretation 

For enduring linkage, transparency must be maintained consistently over time, including: 

• documenting changes to datasets, linkage methods, or processes 

• ensuring that quality information remains current across linkage cycles 

• enabling users to understand whether linked data are comparable across time periods 

Clear and proportionate reporting of data quality supports: 

• appropriate use of linked data 

• reproducibility and consistency of findings 

• informed decision-making by clinicians, researchers, and policymakers 

Transparency of data quality supports appropriate interpretation and use by data users, and 

contributes to broader trust in linkage systems by enabling clear and accessible 

communication about data limitations, uncertainty and reliability to consumers. 

Further guidance on presenting findings and outcomes to different audiences is available in A 

Guide to Demonstrating Clinical Quality Registry Impact (2025). 

 

10. Technical and Operational Requirements 
Establishing enduring linkage requires CQRs to have sufficient technical, operational, resource 

capacity and workforce capability to support ongoing linkage processes.  

10.1. Linkage Variables 

Linkage variables are data items used to identify and match records belonging to the same 

individual across different datasets. They are typically personally identifying or quasi-

identifying information, or variables derived or transformed from these, that enable data 

linkage units to determine whether records from separate sources relate to the same person. 

Common examples of linkage variables include: 

• name (e.g. First name middle name and surnames) 

• date of birth 

• sex  

• address (current or historical) 

• health identifiers (e.g. Individual Healthcare Identifier) 
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• hospital or registry record identifiers 

These variables are used by data linkage units to create linkage keys or identifiers, which allow 

datasets to be combined without sharing identifying information with data users, consistent 

with privacy-preserving models such as the separation principle. 

For enduring linkage, the quality and consistency of linkage variables are critical. CQRs should 

ensure that: 

• linkage variables are collected consistently over time 

• identifiers are maintained in a way that supports accurate repeat linkage 

• changes to data collection practices (e.g. removal or alteration of identifiers) do not 

compromise linkage quality 

• data quality issues (e.g. missing or inconsistent identifiers) are identified and managed 

Maintaining stable and high-quality linkage variables over time is essential to ensuring that 

linkage remains accurate, reproducible, and comparable across linkage cycles. 

10.2. Data Flows and Architecture 

Enduring linkage requires stable and well-defined data flows between CQRs, data custodians, 

linkage units, and secure access environments. 

CQRs should ensure that: 

• data flows are clearly defined and documented 

• roles and technical interfaces between parties are well established 

• data architecture supports repeatable and scalable linkage processes 

Where possible, linkage arrangements should leverage existing infrastructure, including linked 

data assets, persistent linkage resources (e.g. master linkage keys, spines or maps) and secure 

access environments, to improve efficiency and reduce duplication. 

10.3. Data Transfer and Storage 

Data transfer and storage arrangements should align with national standards and security 

requirements. This includes data provided for linkage (e.g. CQR cohort data and administrative 

datasets), linkage outputs (e.g. linkage keys), and linked datasets made available for analysis. 

For enduring linkage, additional considerations include: 

• ensuring that data transfer processes support regular and reliable updates 



 

32 

 

• maintaining secure storage arrangements over the long term for linkage keys and core 

linked datasets 

• managing data retention and disposal in accordance with legal and governance 

requirements which may differ for source data, linkage variables, and analysis outputs 

Data transfer and storage processes must be designed not only for initial linkage, but for 

ongoing operation at scale.  

In enduring linkage arrangements, some data (such as linkage keys, and core linked datasets) 

may be retained to support repeated linkage over time. However, data extracts generated for 

specific uses (e.g. research or reporting) are typically time-limited and subject to defined 

retention and disposal requirements. Clear policies should therefore distinguish between data 

that are retained as part of enduring linkage infrastructure and data that are disposed of after 

approved use. 

10.4. Operational Models 

Enduring linkage requires the transition from project-based activity to repeatable operational 

models. Key operational elements include: 

• linkage frequency and cadence, such as scheduled updates (e.g. annual or more 

frequent), alignment with the update cycles of related datasets, and management of 

system or variable changes over time 

• service level agreements (SLAs), including expectations for turnaround times, data 

availability, and quality 

• workforce capability, including the technical, analytical, and governance expertise 

required to maintain linkage over time 

Operational models should be designed to: 

• support consistent and predictable linkage processes 

• minimise duplication and manual effort 

• scale efficiently as demand increases 

Clear operational arrangements between CQRs, data custodians, and linkage units are 

essential to ensure that linkage is sustainable and reliable. 

10.5. Ongoing Management of Enduring Linkage 

Enduring linkage requires continuous operational oversight to ensure that linkage processes 

remain effective, secure, and aligned with governance requirements. 

Key elements of ongoing management include: 
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• regular data updates, ensuring that registry and administrative data are refreshed at 

agreed intervals 

• update cycles, including repeated linkage and integration of updated data 

• operational oversight, including monitoring performance, resolving issues, and 

maintaining coordination between parties 

In addition, CQRs should: 

• monitor the performance and reliability of linkage processes over time 

• manage changes to datasets, systems, or workflows that may affect linkage 

• ensure that linkage continues to support its intended purposes 

Enduring linkage should be managed as a business-as-usual function, rather than a series of 

discrete projects, with appropriate resourcing, coordination, and continuous improvement 

processes in place. CQRs should assess whether they have the capacity to support ongoing 

linkage as a business-as-usual function, including resourcing, coordination, and system 

capability. 

 

11. Risk Management 
Enduring linkage introduces a range of risks that must be actively identified, assessed and 

managed over time. Unlike ad hoc, where risks are limited to a defined activity, enduring 

linkage involves repeated data flows, ongoing use, and evolving purposes, which can increase 

both the likelihood and impact of harm. 

Effective risk management is therefore essential to: 

• maintain public trust and social licence 

• ensure compliance with legal and ethical requirements 

• support sustainable operation of linkage systems 

Risk management should be integrated across governance, operational, and technical 

processes, rather than treated as a separate or one-off activity. 

11.1. Key Risks 

While the specific risks will vary depending on the context, enduring linkage commonly 

involves the following categories: 

Privacy risks 

Risks associated with inappropriate use, disclosure, or re-identification of personal 

information, particularly as datasets are combined and reused over time 
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Security risks 

Risks arising from data breaches, unauthorised access, or weaknesses in technical systems 

used to store, transfer, or access linked data 

Legal and compliance risks 

Risks that linkage or data use may not align with applicable legislation, approvals, or 

governance requirements, particularly as purposes evolve 

Reputational risks 

Risks to organisations and the broader system where linkage activities are perceived as 

inappropriate, unclear, or inconsistent with community expectations 

These risks are interconnected. For example, a security breach may lead to privacy harm, legal 

consequences, and loss of public trust. 

11.2. Risk Assessment Framework 

Risk assessment for enduring linkage should be systematic, proportionate, and ongoing. While 

organisations may adopt different frameworks (e.g. ISO 31000 or internal risk management 

processes), key principles include: 

• assessing both the likelihood and consequence of risks 

• considering risks across the full data lifecycle, including collection, linkage, access, and 

reuse 

• recognising that risks may change over time, particularly as data are updated or used 

in new ways 

• considering both individual harms and broader system impacts 

For enduring linkage, risk assessment should not be limited to the point of establishment. 

Instead, it should be: 

• revisited periodically 

• updated when new datasets, linkage processes, or use cases are introduced 

• aligned with governance approvals and operational processes 

11.3. Mitigation Strategies 

Risk mitigation involves implementing appropriate controls and safeguards to reduce risks to 

an acceptable level. The specific controls applied will depend on the context and level of risk, 

but may include: 
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• governance controls, such as defined approval processes and oversight arrangements 

• technical controls, including secure access environments, access controls, and 

encryption 

• process controls, such as data minimisation, audit processes, and monitoring of data 

use 

• organisational controls, including training, clear and defined roles and responsibilities, 

and incident response processes 

For enduring linkage, mitigation strategies must be designed to operate consistently over 

time, including across repeated linkage cycles and evolving uses of data. Controls should be: 

• proportionate to risk 

• adaptable, where risks change over time 

• regularly reviewed to ensure they remain effective 

11.4. Group and Community Harms 

In addition to risks to individuals, enduring linkage may give rise to group or community-level 

harms. These harms can occur where linked data: 

• lead to stigmatisation or discrimination of specific populations 

• are used in ways that conflict with community values or expectations 

• disproportionately impact vulnerable or marginalised groups 

Group harms may arise even where individual privacy is protected and may not be 

immediately apparent. They are therefore important to consider explicitly within risk 

assessment and governance processes. 

CQRs and other stakeholders should: 

• consider the potential for group harms when assessing linkage and data use proposals 

• engage with relevant communities where appropriate 

• ensure that governance processes include mechanisms to identify and manage 

unintended consequences 

Recognising and addressing group and community harms is an important component of 

maintaining social licence and ethical integrity for enduring linkage. 
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12. Monitoring, Evaluation and Assurance 
Effective monitoring, evaluation, and assurance are essential to ensure that enduring linkage 

arrangements remain compliant, reliable, and fit for purpose over time. 

Unlike ad hoc linkages, enduring linkage requires continuous oversight, including monitoring 

of operational performance, data quality, governance compliance, and system outcomes. 

These activities support: 

• accountability to stakeholders 

• identification and management of risks 

• continuous improvement of linkage processes 

• maintenance of trust and social licence 

12.1. Auditing and Compliance 

Auditing and compliance processes provide assurance that linkage activities are conducted in 

accordance with: 

• legal and regulatory requirements 

• governance approvals and conditions 

• organisational policies and standards 

For enduring linkage, auditing must extend beyond initial approval and include: 

• periodic review of compliance across the data lifecycle 

• verification that data use remains consistent with approved purposes 

• monitoring adherence to conditions relating to access, disclosure, and reuse 

Audit processes may include: 

• internal governance reviews 

• external or independent audits 

• compliance monitoring within secure access environments 

Regular auditing helps ensure that linkage remains lawful, ethically sound, and operationally 

robust over time. 

12.2. Performance Metrics 

Monitoring performance is critical to understanding how well linkage processes are operating 

and whether they meet expected standards. 

Relevant performance measures may include: 
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• linkage performance metrics, such as match rates and indicators of linkage accuracy 

• timeliness metrics, including turnaround times for linkage and data availability 

• operational metrics, such as data refresh frequency and system reliability 

For enduring linkage, performance metrics should be: 

• tracked consistently across linkage cycles 

• used to identify trends, variation, or degradation over time 

• aligned with the intended purpose of the linkage 

Performance monitoring supports both operational management and assurance that the 

linkage system continues to deliver value. 

12.3. Reporting to Stakeholders 

Transparent reporting is essential to maintain accountability and trust among stakeholders, 

including: 

• data custodians 

• CQRs 

• governance bodies 

• consumers and the broader community 

Reporting should be: 

• proportionate to the audience, with different levels of detail provided as appropriate 

• regular and consistent, reflecting the ongoing nature of linkage 

• aligned with governance and transparency requirements 

This may include: 

• reporting on data use and access 

• summaries of linkage activity and outputs 

• information on data quality, performance, and compliance where appropriate 

Clear reporting helps ensure that stakeholders are able to understand how linked data are 

being used and the outcomes being achieved. 
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12.4. Demonstrating Value 

Demonstrating the value of enduring linkage is critical to sustaining support, funding, and 

participation over time. 

Value may be demonstrated through: 

• improvements in clinical quality and patient outcomes 

• contributions to research and evidence generation 

• support for health system planning and policy development 

For enduring linkage, value should be: 

• assessed over the long term, recognising that benefits may accrue progressively 

• communicated clearly to both technical and non-technical audiences 

• linked to the original purpose and objectives of the linkage arrangement 

Demonstrating value also supports the maintenance of social licence, by showing that the use 

of linked data delivers tangible public benefit. 

Practical guidance on identifying, measuring, and communicating the impact of registry 

activities is available in A Guide to Demonstrating Clinical Quality Registry Impact (2025). 

Key Principle  

Monitoring, evaluation, and assurance ensure that enduring linkage remains compliant, 

effective, and trusted over time, supporting both system performance and public confidence. 

 

13. Framework Implementation and Review 
This framework is intended to support the practical establishment and ongoing operation of 

enduring linkage between CQRs and administrative data. 

It should be used as a guide to decision-making, planning, and governance, rather than as a 

prescriptive rule set. Implementation will vary depending on the characteristics of individual 

CQRs, datasets, and governance environments. 

13.1. How to Use This Framework 

This framework is intended to be used alongside and in conjunction with the ACSQHC 

Australian Framework for National Clinical Quality Registries (2024). 
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The ACSQHC Framework provides guidance on the establishment, governance and operation 

of CQRs, while this framework focuses specifically on the enduring linkage of CQR data to 

administrative datasets. 

CQRs should apply both frameworks in parallel, ensuring that linkage arrangements are 

consistent with broader CQR governance requirements and national standards. 

This framework is designed to be used throughout the full lifecycle of enduring linkage, 

including: 

• planning and design of linkage arrangements 

• establishment of linkage pathways, including legal, ethical, and governance approvals 

• ongoing operation and management of linkage 

• evaluation and assurance of performance, quality, and outcomes 

Different sections of the framework are intended to support different aspects of 

implementation and may be particularly relevant to different stakeholder groups depending 

on their role in data linkage: 

• Sections 2–3: understanding the purpose and structure of linkage 

• Sections 5–6: determining governance arrangements including legal and ethical 

requirements 

• Sections 7–8: ensuring transparency, privacy, and compliance 

• Sections 9–12: managing quality, risk, performance, and assurance 

CQRs should use the framework holistically, while focusing on the sections most relevant to 

their stage of development and operational maturity. 

This framework should be used alongside complementary national guidance materials that 

support specific aspects of registry operation. This includes guidance on: 

• demonstrating registry impact and value 

• co-designing consumer-facing resources and communication 

These resources provide practical tools to support implementation of the principles outlined 

in this framework. 

Different sections of this framework may be more relevant to different stakeholders. 

Audience Key sections 

CQR managers and clinicians Sections 2–5, 9–10, 11–13 

Data custodians Sections 5–6, 8, 9, 11–12 
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Data linkage units Sections 3, 9–10, 11–12 

Human research ethics committees Sections 5–6, 9, 11 

Legal and governance officers Sections 5–6, 8, 11–12 

Policymakers Sections 2, 5–6, 7, 12–13 

Researchers Sections 3, 8, 9–10 

 

13.2. Implementation Pathways for CQRs 

Not all CQRs will be ready to implement enduring linkage. Prior to commencing, CQRs should 

consider whether they have the necessary governance maturity, technical infrastructure, and 

resourcing to support ongoing linkage over time. 

There is no single pathway to implementing enduring linkage. However, most CQRs will 

progress through a series of common stages: 

1. Feasibility and Planning 

• identify potential administrative datasets for linkage 

• engage early with data custodians and linkage units 

• assess legal, ethical, and governance requirements 

• define the purpose and intended uses of linkage 

2. Establishing the Linkage Arrangement 

• determine the appropriate lawful and ethical pathway 

• obtain required approvals (e.g. governance, ethics, custodian) 

• define roles, responsibilities, and data flows 

• establish technical and operational arrangements 

3. Initial Linkage and Validation 

• conduct initial linkage and validate linkage outputs 

• assess data quality and fitness for purpose 

• confirm that linkage processes operate as intended 

4. Transition to Enduring Linkage 

• establish repeatable linkage processes and schedules 
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• implement ongoing governance, monitoring, and reporting 

• formalise operational arrangements, including roles and service expectations 

5. Ongoing Operation and Improvement 

• maintain data quality, linkage quality, and system performance 

• monitor compliance, risks, and stakeholder expectations 

• adapt to changes in data, governance, or use cases 

• evaluate and demonstrate value over time 

Across all stages, CQRs should: 

• engage with stakeholders early and continuously 

• ensure alignment between purpose, governance, and data use 

• design linkage arrangements for long-term sustainability, not short-term delivery 

Readiness Considerations for Enduring Linkage 

Before progressing to enduring linkage, CQRs should consider: 

• Do we have a clear and sustainable purpose for linkage? 

• Do we have appropriate legal and governance arrangements in place? 

• Do we have access to the necessary technical infrastructure and linkage services? 

• Do we have sufficient resourcing and workforce capability to maintain linkage over 

time? 

• Can we support ongoing oversight, monitoring, and reporting? 

 

14. Appendices 

14.1. Definitions 
Ad hoc linkage: A one-off or time-limited data linkage activity undertaken for a specific and 

defined purpose. 

Administrative data: Data collected primarily for administrative, operational, or service 

delivery purposes (e.g. hospital admissions, mortality records, or billing data), rather than 

specifically for research or quality improvement purposes. 
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Consent: An individual’s voluntary and informed agreement to the collection, use, and/or 

disclosure of their data. 

Data custodian: The individual, organisation or agency responsible for the safe and 

appropriate collection, management and release of data. The data custodian has legal and 

ethical obligations to maintain the confidentiality of the data entrusted to them. 

Data linkage: The process of bringing together information from different data sources that 

relate to the same individual, place, or event. 

Data linkage unit (DLU): A trusted organisation responsible for performing data linkage, 

typically using identifying data and applying privacy-preserving methods such as the 

separation principle. 

Enduring linkage: An ongoing data linkage arrangement in which data from a clinical quality 

registry (CQR) and administrative datasets are linked repeatedly over time to support 

continuous use, including quality improvement, monitoring, and approved research uses, 

within an ongoing governance framework. 

Fitness for purpose: The extent to which data are suitable for a particular use, taking into 

account quality, completeness, and limitations. 

Governance: The overarching framework of rules, systems and processes through which legal, 

ethical, accountability and risk considerations are integrated into decision-making. 

Group or community harm: Potential negative impacts on groups or populations arising from 

the use or interpretation of data, even where individuals are not directly identifiable. 

Linkage key: An identifier created during the linkage process that allows records to be 

combined without sharing identifying information. 

Linkage variable: A data item used to identify and match records belonging to the same 

individual across datasets (e.g. name, date of birth). 

Linked data: Data created by combining information from two or more datasets through data 

linkage. 

Opt-out approach: A participation model in which individuals are included unless they actively 

decline. 

Primary purpose: The main reason for which data are originally collected. 

Quality improvement:  The combined efforts of the health workforce and others – including 

consumers, patients and their families, researchers, planners and educators – to make 

changes that will lead to better patient outcomes (health), better system performance (care), 

and better professional development. Quality improvement activities may be undertaken in 

sequence, intermittently or on a continual basis. 



 

43 

 

Research: Activities designed to generate generalisable knowledge, typically requiring ethics 

review under the National Statement. 

Secure access environment: A controlled environment in which authorised users can access 

and analyse data under defined security and governance conditions, without direct release of 

data. 

Secondary use: Use or disclosure of data for a purpose other than the primary purpose of 

collection. 

Separation principle: A privacy-preserving approach in which identifying information used for 

linkage is kept separate from content data used for analysis. 

Social licence: The level of acceptance or support by the community for how data are 

collected, linked, and used, based on trust and transparency. 

Waiver of consent: Approval granted (typically by a Human Research Ethics Committee) to 

use data without obtaining individual consent under specified conditions. 
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